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Forensic 

From Latin adjective 
forensis = „of or before the 
forum“; In Roman times  
criminal charges were held 
on a public forum.   

Nowadays it means „related 
to courts“ 

For us it means analysis of 
incidents usable in court of 
law 

Forensic 



Malware 
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is software designed to infiltrate a 
computer without the owner's 
informed consent. 

Includes computer viruses, worms, 
trojan horses, rootkits, spyware, 
dishonest adware, crimeware and 
other malicious and unwanted 
software 

Malicious Software 

http://en.wikipedia.org/wiki/Software
http://en.wikipedia.org/wiki/Informed_consent
http://en.wikipedia.org/wiki/Computer_viruses
http://en.wikipedia.org/wiki/Computer_worm
http://en.wikipedia.org/wiki/Trojan_horse_(computing)
http://en.wikipedia.org/wiki/Trojan_horse_(computing)
http://en.wikipedia.org/wiki/Trojan_horse_(computing)
http://en.wikipedia.org/wiki/Rootkit
http://en.wikipedia.org/wiki/Spyware
http://en.wikipedia.org/wiki/Adware
http://en.wikipedia.org/wiki/Crimeware


Objectives of Malware Analysis 
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Understand the way the malware works 

Changes on affected computer 

Spreading techniques 

Targets (OS‘es, Domains, etc.) 

Command & Control Methods 

Understand the risk 

Systems affected 

Information manipulated/intercepted 
(Banking credentials, KeyLogger) 

Bot-Net (Fishing, DoS, Spam, etc.) 

Develop mitigation strategies 

Shutdown Drop-Zones, Mule-Accounts, etc. 

Signatures 

 



How does it get on your computer? 
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How does it get on your computer? 
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What does it do on your computer? 

Well, thats what we want to figure out with our analysis  
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But basically it does some of the following 

• Sending Spam 

• Stealing information  

• Downloading other executables 
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But basically it does some of the following 

• Sending Spam 

• Stealing information  

• Downloading other executables 

Fake AV 

Software 



How does it get controlled 
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Command & 

Control Servers 
communication 
scheme 



How does it get controlled 
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C&C Server 

Admin Interface 



How does it get controlled 
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Zombie 

configuration 

file 



How does it get controlled 
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Master-Slave 

communication 
via HTTP 



How does it get controlled 
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We need a sample to analyse 

Malware Sample Analysis 

Honeypots 

Web Crawler 

Isolated 

binary 

Forensic 

HDD-Image 
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VirusTotal & Co 

Good indication if something is malicious 

But only signature are tested! No real behavior test! 

No detection does NOT mean product does not detect it 

 Better use online sandboxes like http://threatexpert.com/ 

 

 



Peeking with a Hex-Editor 
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Most likely 

packed 
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Definitely 

packed 
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Packed with 

PECompact 
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Readable 

strings! 



24 



ASCII vs. Polymorphism 
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Let‘s Double-Click it 

…on a special system 



..the special system 
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Processlist 

Honeypot 

to record 

network traffic 

Fake DNS  
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new process  

IRC Logon  

DNS query 
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Blackboxing 

Execute the sample on an isolated system 

Monitor all operating system API calls 

Analyse logged information 

E.g. free Sysinternal tools (Regmon, Filemon, TCPView etc) 

Example: API Monitor 
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The suspicious process    

is now running 
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Changes settings in   

the Windows registry 



33 

System function        

calls are monitored 



If you need more insight 

Use a debugger like OllyDbg 

Possible to interact with the binary 

Possible to change the execution flow 

Might need to use anti anti-debugging tricks 









Reading the code 
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Whiteboxing 

Use a disassembler like IDA to see & read the code 

See “hidden” functions (time bombs) 

Analyze decryption routines 

Example: IDA pro 
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flow 

diagram 
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System 

function calls 
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Follow the 

code flow 



 

Oliver Karow 

Security Consultant 

Symantec Deutschland GmbH 

   Questions ? 
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Thank you              

for your attention! 


